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PiratedMedia Collection 

Costs Man $46k Costs Man $46k 



Suburban NYC family settles 

music piracy tussle music piracy tussle 

for $7,000 after 4 years 



Graduate Student fined 

$22,500 per song.$22,500 per song.

Totaling $675,000



Jury in RIAA Trial Slaps 

$2 Million Fine on ….$2 Million Fine on ….



12-year-old Settles 

Music Swap Lawsuit Music Swap Lawsuit 



Minnesota Mom Hit With Fine 

for Illegal File Sharing



Downloading Mom 

fined $80,000 per 

song

$1.92 million$1.92 million



Criminals flooded several online ad 

networks with malicious advertisements 

over the weekend, causing popular Web over the weekend, causing popular Web 
sites such as…



the Drudge Report, Horoscope.com 

and Lyrics.com to inadvertently 

attack their readers.attack their readers.



77 percent of Web sites with 

malicious code are legitimate 

sitessites



Court allows suit against 

bank for lax securitybank for lax security



How is your bank’s 

cyber security?



Linux kernels since 2001 and for which 

there is already an exploit, allows users 

with restricted privileges to obtain root 

privileges



� Chris Avis – GIAC, GCFA, A+

� Rob Dixon – DHS, GIAC, GPEN, SnortCP, 

ESSE-D, C|HFI, TNAP, TCAP, TNEP,A+

� Mark Sizer – CISSP� Mark Sizer – CISSP

� Jim Weathersbee – CISSP, CIPP/G, A+

� Jon Cain – DHS, Security +, MCSA, MCTS, ISAO-1



� abuse@wv.gov

� incidents@wv.gov

� soc@wv.gov

webfiltering@wv.gov� webfiltering@wv.gov

� http://www.technology.wv.gov/security/





� Security Bulletins and Alert Notifications

� WV-ISAC

� Email Encryption 

� Intrusion and Compliance Monitoring� Intrusion and Compliance Monitoring

� Vulnerability Management 

� Network Traffic Analysis

� Web Filtering

� Incident Management

� Computer and Network Forensics

� Security Metrics





� 32 Firewalls

� 4 Intrusion sensors

� 4 Flow Collectors

6 HoneyPots� 6 HoneyPots

� 16 Domain Controllers

� 18 Other servers/devices



� Login Events

� Failed Login Events

� Privilege Abuse

Excessive Firewall Denies� Excessive Firewall Denies

� IDS Alerts

� Application Usage

� Vulnerability Information

� Policy Violations

� Illegal Software Usage



Enterprise Vision















Who uses email anyway?



1.29 Billion



261,237



24:124:1



357 Million



Over 1 Million



56:156:1





� 17,000 Web Surfers

� 15,799 Custom Block List

� US-CERT

� Discovered by SOC

� All county libraries public access computers
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After all that?







I swear I didn’t click on that link!!!



� Anti Virus
� Reports a virus found in a PDF in a user’s 

Temporary Internet Files

� Web Filtering� Web Filtering
� Find every user that accessed any file with that 

name

� Security Event Monitoring
� Identifies all traffic related to the file transfer

� Referring website

� Resulting traffic to C&C site



� Referring sites

� Malicious Content Sites

� C&Cs



True or False??



� Alert: Virus Found
� Computer: xxxxxxxxxx
� User: xxxxxxxxx
� Date: xx/xx/2009
� Time: 1:08:40 PM� Time: 1:08:40 PM
� Virus Name: Trojan.Brisv.A
� Virus Location: E:\My Documents\Saved\80s i

need love greatest hit 2009.mp3
� Severity: Critical
� Source: Symantec AntiVirus Corporate Edition
� Logger: Forward from client: Auto-Protect



� Computer: xxxxxxxxxx

� User: xxxxxxxxxx

� Date: xx/xx/2009

Time: 8:38:49 AM� Time: 8:38:49 AM

� Virus Name: Trojan.Brisv.A

� Virus Location: E:\Music\The All-American 

Rejects - It Ends Tonight (Live from the 

Wiltern).mp3



FalseFalse



Need to share!





� The West Virginia Information Sharing and 

Analysis Center (WV-ISAC) has been 

established to address the State of West 

Virginia's cyber security readiness and critical Virginia's cyber security readiness and critical 

infrastructure coordination. The WV-ISAC 

currently operates out of the West Virginia 

Office of Technology's Cyber Security 

Operations Center.



� US Department of Homeland Security
� US-CERT (Computer Emergency Response 

Team)
� MS-ISAC
� Department of Military Affairs and Public Safety� Department of Military Affairs and Public Safety
� West Virginia Intelligence Fusion Center
� Joint Interagency Training and Education Center
� WV Department of Homeland Security and 

Emergency Management
� Critical Infrastructure Protection Task Force
� West Virginia Association of Counties
� West Virginia Municipal League



















� Current Threat Analysis

� Incident and Threat Trends

� Cyber SARs (Suspicious Activity Reports)

Best Practices� Best Practices

� Security Bulletins

� Vulnerability Advisories

� Awareness Training Materials



Type Number of#

Security Bulletins 34 (Since 3/01/2008)

Multi-State Advisories 85 (Since 1-1-2008)

Newsletters 34 (1 per month since 1/1/07)



















� Federal Government

� State Government

� Local Government

Emergency Management� Emergency Management

� Federal Law Enforcement

� State Law Enforcement

� Local Law Enforcement

� Public



� IN �WV-ISAC
� MS-ISAC

� US-CERT

� Internally Developed� Internally Developed

� Other Partners

� WV-ISAC  �OUT
� End Users

� System Administrators (Admins)

� Executives

� All at Once



� 22,000 State Employees

� 470 Recipients across 55 counties 

� 2200 Recipients Across 230 Municipalities

� 500+ other Government Contacts� 500+ other Government Contacts

25,000+ Recipients



� Federal Government Employees

� State Government Employees

� Local Government Employees

Emergency Management Employees� Emergency Management Employees



� Employees responsible for IT Security

� Employees responsible for Awareness 

Training

Employees responsible for IT Administration� Employees responsible for IT Administration

� CIOs, CTOs, CISOs, etc



� 24/7 Secure Access to:

� Incident Support

� Secure Messaging System

� Real-time Threat Information

� Collaboration with other WV InfoSec

Professionals

� Online Library 

▪ Free Information Security Training

▪ Free Security Awareness Materials







Incident Reporting





Type Number of reports

Reported via Online Reporting 

Form

23 (since 3/08)



WV-ISAC@WV.GOV



Rob Dixon, 
GIAC, GPEN, C|HFI, ESSE-D, SnortCP, TNAP, TECP, TNCP, A+

Robert.L.Dixon@WV.GOV

304-558-5472 x 4225 (HACK)304-558-5472 x 4225 (HACK)

http://www.technology.wv.gov/security/






